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SECURITY POLICY AND DECLARATION

All users of the practices computer systems must comply with the Security Policy.  

The headings below incorporate information governance, which is the framework which handles information about patients/clients and employees, in particular personal and sensitive information. In brief, this Security Policy and Declaration is to ensure that information is:
· Held securely and confidentially

· Obtained fairly and efficiently

· Recorded accurately and reliably

· Used effectively and ethically

· Shared appropriately and lawfully

If you have any queries on Information Governance you can refer to your Data Quality Lead, Dr Munira Mohamed
CALDICOTT - PRINCIPLES

· Justify the purpose(s) for using confidential information.

· Only use it when absolutely necessary.

· Use the minimum required.

· Access should be on a strict need-to-know basis.

· Everyone must understand his or her responsibilities.

· Understand and comply with the law.

DATA PROTECTION 1998 – PRINCIPLES

· Personal data shall be processed fairly and lawfully and subject to conditions.

· Personal data shall be obtained for specified and lawful purposes and not further processed in any manner incompatible with that purpose.

· Personal data shall be adequate relevant and not excessive for the purpose.

· Personal data shall be accurate and where necessary, kept up to date.

· Personal data shall not be kept for longer than necessary for the purpose.

· Personal data shall be processed in accordance with the rights of the data subjects.

· Appropriate security to prevent unauthorised or unlawful processing or accidental loss or destruction of, or damage to the data.

· Personal data shall not be transferred outside of European Economic Area unless similarly protected.

(NB. A breach of a Data Protection principle can result in a civil claim or prosecution by the Office of the Information Commissioner).

DO NOT, under any circumstance, take unencrypted patient identifiable data off the premises in the form of paper, USB stick, disc or tape.
PATIENT MEDICAL RECORDS

Electronic Records – refer to Data Security Act principles, Computer Misuse Act principles, Caldicott principles, passwords and smartcard security.

Paper Records:
· Must be kept in a secure filing area away from general public access. 
· Cabinets must be locked when not in use.  
· Records outside of the secure filing system must be prevented from casual unauthorized access.

Access by a Patient:
· Request must be made in writing.  
· Access to a patient’s own records (or in the case of a child under the age of 16, by a parent) will be provided in accordance with Practice’s release procedures under the Data Protection Act.  
· Parental access to records of a person aged 16 requires the written permission of the person in question and then will be provided in accordance with the Practice’s release procedures under the Data Protection Act.  
· Access to the medical records of a patient will only be provided where the third party makes a written request and can prove that he/she holds a valid Power of Attorney.
Access by External Organisations:
· Requests from a non-medical organisation must be made in writing on the headed notepaper of the requesting organisation together with a written consent signed by the patient.  An email or faxed request is not considered acceptable.

· Requests from a medical organisation, staff should take a name and telephone number, then terminate the call.  The call should be returned on the number provided and confirm that it is a valid medical organisation.

· Any other requests should be referred to the Practice Manager.

· Information should be sent for the attention of the named individual at the requesting organisation by recorded Royal Mail delivery and marked confidential.
Telephone Disclosure
· Staff must establish & confirm the identity of the person to whom they are speaking by asking them for their name and date of birth.

· If you are unable to contact a patient directly, no specific information should be left on any form of answering service.  
· Abnormal test result, specific details of medical history or details concerning another patient MUST NOT be disclosed over the telephone.

· Requests from non-medical organisations must be refused.

DATA QUALITY

Good data quality helps to improve patient care, for the individual and groups of patients.    Correct Read codes must be used in order to keep information accurate and consistent.  Guidelines must be updated regularly, free text should be concise, informative and accurate.  
COMPUTER MISUSE ACT 1990 - PRINCIPLES
The Computer Misuse Act is legislation that has created offences for which unauthorised access to or modification of computer data may result in criminal prosecutions.  You must ensure that you only access the systems, databases or networks to which you have been specifically authorised to do so.  You must report any suspected attempts or unauthorised access by others to information or data held within your practice to the Practice Manager or a GP partner.

PASSWORDS

All network user accounts must have a User ID and password.  EMIS is set up to enforce periodic password change.  Do not share your password with others.  Make passwords hard to guess.   Remember if your password is compromised arrange to have it changed.
SMARTCARD SECURITY
· Smartcards are issued to an individual on a named basis and are for the use of that person only.

· Individual’s access levels should not be shared with another member of staff.

· Smartcards are to be kept under the personal control of the individual to whom it has been issued at all times and must not be left inserted into a Smartcard reader when the individual is not present.

· When leaving a terminal the Smartcard is to be removed on every occasion.

· Staff members leaving their card at home will be required to go and collect it.

· Staff members sharing Smartcards will be considered for disciplinary action in accordance with the practices’ normal procedures.  This would normally be after an informal warning.

· Staff members must report the loss of a Smartcard to the Office Manager or Dr Munira Mohamed as soon as it is known the card is missing.

Use the following checklist to understand the minimum responsibilities you are expected to adhere to whilst employed by the practice, in whatever capacity.

Checklist:

USERS MUST:
· Treat all patient and personal information as confidential.

· Dispose of confidential information securely; if in doubt ASK.

· Choose passwords carefully, keep them secure and do not disclose to anyone.  If compromised CHANGE IT.

· Log off completely when you have finished or when leaving your workstation for more than 10 minutes to ensure data is protected and that others can use the PC.

· When leaving consultation rooms ensure door is locked.

· Ensure that you are aware of your responsibilities in complying with NHS guidance, such as Information Governance including Caldicott; The Data Protection Act and Computer Misuse Act.

· Ensure that you are aware of your responsibilities in complying with Smartcard Security.

· Check the legitimacy of strangers in unauthorised areas and shield patient data from authorised visitors.

· Keep paper records in locked cabinets in the secure filing area and when working with paper records avoid casual unauthorised access.

USERS MUST NOT:

· Move any equipment without permission.

· Use any equipment that you believe to be damaged.

· Use or try to use computer networks, or access data, that you are not authorised to use.

· Install unauthorised software.

· Misuse e-mail, i.e. send offensive, obscene or defamatory emails, or access the NHSnet or Internet for personal gain or inappropriately. 
· Give security codes on restricted access doors to visitors, this could compromise patient data on computer screens.
· Make visible computer screens to the public or visitors.
· Under no circumstance take unencrypted patient identifiable data off the premises in the form of paper, USB stick, disc or tape.
………………………………………………………………………………………………

DECLARATION

· I acknowledge that I have been briefed and understand the principles of the practices Security Policy and related guidance and legislation.
· I also acknowledge awareness of the NHS Confidentiality Code of Practice document.
Name:……………………………   

Signature…………………………. 
Date……………………………..
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